GDPR for Charities

How to conduct a DPIA

Shamal Faily
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The way charities us? and hold data on dehalf of their clants and donors creates protiems under GDPR,
Ine Lonversanon UK receves fluadng 1rom
Hafce, Hefow, SAGE, S7C. FC.IK. The Nutield
& Emo You will no doubt have received the emails yourself: don't forget to optin, click here to stay Foundation The Ojden Truat, Tha Noyal Secety,
‘ . . The Welicome Tisst, Esmde Fairbaim Foandation
¥ “wier 17 inuch, we don’t want w lose you, The General Data Protection Regulation, vr GDPR, and Tho Allianca fer Ugaful Evidonca, ae well as
0 Facebodk s comes into force on May 235, and organisations and businesses large anc small are racing to SRy S Aty maaty:
in Linkeriin ensure the way they ccllect, store and use the persanal data of their customers and clients View the full list
& Print meets the new, higher standards of this new Zuropean Union privacy law,
Complizance with GDPR can be ccstly, requiring organisations to analyse the way they work,
the data they use, how it is handled and secured Documenting how personal data is held D100

and processed is tedions and time consuming, as is developing proredures for dealing wirh
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The UK's indcpendent authority sct up to uphold informetion
rights in the public interest, promoting openness by public
budics and duta privecy for individuals,
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Data protection impact assessments

Shure e Duwnloud volivns 9

Saarch this document Q Clicx here for informatian abaut consulzing the 1CO ahout you- data protection impact
assessment

Intrcduction
Vihat's new At aglance

Key definitions

A Data Protechon Impact Assessment (CPIA) 15 a proness to Relp you identify ard

Wwhat is personal data? mirimise the cata protection rs<s of 3 prefect.

= You must do a DRIA for orocess'ng that s likely to result in a high risk to

Principles -
P individuals. This incudes some speafiad typas af proacessing. You can Uss cur

_awfulness, fairmess asd
transparercy

Pupose imitation
Data mnimisaton
Accuracy

Sto-age limitation

Integrity asa confidentialty

(security)

Accountabiity principle
Lawful basis for processing

Consent

Contract

~cqal cbligatior

Vital interests

Pualic task

_egitimate ‘nbereste

Soecial category data

Caminal offence data
Individual rights

ght to be informed

Right of access

Right to rectification

= ght to erasy=a

soreenirg chedklists to help you decide vwhen o do a CPIA

e It i5 @asC good practice to de @ DPIA for any other major project which ~eguires the
processing of perscnal data.,

* Your OFIA must:
» dascribe the nature, scope, context ard purposes of the processirg;
* Assess Necessty, proportanality and complante maasures;
o (dantify and assess risks nindividuzls: and
v |dantfy any additional measures to mitigate those ris<s.
= To assess the level of risk, you must censider both the likelibcod and the severity

of ary imoact on ind'viduals. H'gh risk could —esult from eithe- a high probab’lity of
some am, or a lower pessibiity of sernus harm.

+ You should consult yeur dats praotestion officer [if you have ene) and, where
anproprate, individuals and ralevant experts. Any propessars may also need o
assist vou

= If vou identify a nign risk that you cannot mitigate, you must consult the ICO
bafors stasting the processing.

e The .CO will gve wrtern advioe within eignt weeks, or 14 weeks in complax cases.
If zpproprate, we may issue a forma warning not te process the date, cr ban the
processing altegeter

Checklists

DPIA awareness checklist

O \We pravide training =o that cur staff understand the need te censider &
DPLA at the eardy stages of any olan nvolving persanal data.

O Qur exisiing polides, processes and procadures incude references to DPIA
requirements.



Agenda

0930 Basics of GDPR & Overview of DPIA Data Wheel

1000 DPIA Data Wheel: worked example

1030 Practical session [with coffee break]

1200 Review of DPIA results

1230 Lunch

1330 StreetScene perspective of DPIA Data Wheel

1345 Finding Security & Privacy Risks

1430 Panel: How GDPR affects charities and what this means in practice
1530 Coffee

1600 Next steps




